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Introduction 
As a responsible company we know it is essential to protect your personal information. 
Whether you are an employee, customer, supplier or visitor to our office – we will collect 
and process your personal data in line with legal requirements, best practice and individual 
expectations.  
 
This policy will help us in that commitment. Data privacy laws and regulations differ 
depending on the country; this policy provides a consistent, minimum standard of working 
and helps us to ensure we are globally compliant. Our policy also demonstrates to the 
regulators that we consider good handling of personal data as a key business principle, 
and an integral part of our Code of Conduct.  
 
Any breaches of this policy could have serious consequences for us: damage to our brand 
reputation; financial penalties and limitations on our ability to use personal data. Breaches 
could also result in criminal sanctions.  
 
It is critical we all read and follow this policy - including our contractors, subcontractors and 
colleagues. 
 

 
Our policy explains our approach to handling personal data, and covers the following 
areas:  

• the minimum standards to be adopted  

• our responsibilities  

• your responsibilities  

• your rights under data privacy legislation  

• our approach to using third parties to process personal data.  
 

 
The ‘data controller’ for the Berge Bulk group (including all vessel-owning companies, 
management companies and holding company) is Berge Bulk Singapore Pte Ltd (BBSGN). 
This includes Berge Bulk Maritime Pte Ltd, Berge Bulk Shipping Pte Ltd and Berge Bulk 
UK. 
 
As ‘data controller’, BBSGN provides oversight through the Global Personal Data 
Protection & Privacy Policy, processes and procedures. Each legal entity shall adhere to 
the Global Personal Data Protection & Privacy Policy, processes and procedures. 
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Our Global Personal Data Protection & Privacy Policy 
 
1.1. Legal Requirements 

Data privacy legislation strikes a balance between our need to collect, hold, use and 
disclose personal data - and your rights and privacy expectations as an individual. 
Personal data privacy legislation means we will be held to account if we mis-handle 
your personal information.  
 
Personal data privacy legislation is not the same in every country. Our company 
references the PDPA and GDPR standards as a baseline. 

 
In some countries, there are serious consequences, including criminal sanctions, 
both for individuals and companies who breach data privacy laws. So, we have 
decided that:  

• each legal entity within our organisation will be responsible for the personal data 
which it collects, uses, processes, or has processed on its behalf (e.g. by a third-
party supplier) 

• it is your responsibility to uphold the principles of personal data privacy in the 
business and follow all laws and proper procedures 

• contractors (individual or corporate) should behave like employees when 
processing personal data, except where we specify otherwise in their contract 
terms.  

 
Each legal entity must assess risk in fulfilling its responsibilities for personal data, 
considering: 

• listing the processing of personal data, the data processed and the media they 
rely on 

• assessing the risks generated by each processing operation 

• implementing and assessing planned measures 

• carrying out periodic audits with necessary action plans. 
 

BBSGN has a designated Data Protection Officer (DPO) to manage risk and 
compliance matters. The role of DPO includes, but not limited to: 

• Ensuring compliance with data protection rules 

• Fostering a Data Protection Culture 

• Advising on personal data protection obligations 

• Assisting with Data Protection Impact Assessments (DPIAs) 

• Acting as a contact point for data subjects and regulatory authorities 

• Facilitating data subjects in exercising their rights 

• Educating employees about compliance 

• Conducting regular audits 

• Managing personal data breaches 
 
Berge Bulk Data Protection Officer may be contacted at dpo@bergebulk.com. 
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1.2. Processing of personal data 
1.2.1 Personal data 

Personal data is any information about living, identifiable individuals. This can 
be information which relates to someone’s professional or private life. It 
includes basic data such as name or private contact details, as well as more 
sensitive types of data such as name, birth date, NRIC, racial origin, or medical 
data. We collect and use personal data in both paper and electronic form.  

 
1.2.2 Berge Bulk and personal data  

We need to collect, use and often transfer personal data for business reasons 
and to benefit various groups of people, including, but not limited to:  

• prospective, current and ex-employees 

• sub-contractors 

• suppliers of goods / services 

• clients and customers 

• visitors to our sites 
 

1.2.3 Processing of employees’ personal data  
We will use your personal data, and information obtained from other sources, 
for (but not limited to):  

• personnel administration such as recruitment; employee performance 
management and professional development  

• management activities such as planning  

• payroll and pensions administration  

• travel management  

• building and managing external relationships, for example suppliers and 
customers  

• purposes required by law or regulation 
 

We aim to make sure that personal data held about you is accurate and up to 
date, both whilst you are working for us and after. It is your responsibility to 
notify us straight away if there are any changes in your personal 
circumstances, so that we can keep your information updated.  

 
1.2.4 Requests for access, correction, deletion and/or withdraw consent to 

collect, use and/or disclose (share) personal data  
You may submit your request to Berge Bulk Data Protection Officer (DPO) 
through email at dpo@bergebulk.com 
 
Requests shall be reviewed and actioned within a reasonable timeframe, 
unless required by law or for legitimate business purposes. 
 
The Company may from time to time, receive requests to provide 
employment verification (or reference checks) of former employees. The 
Company shall require such requests to be in writing, with written 
authorization by the former employee whose data is being requested.  
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The Company shall limit the data shared with requestor to business 
information such as job title, start and end date of employment, whether 
employment was terminated on voluntary or involuntary basis. 

 
1.2.5 Processing of non-employee personal data  

We often process personal data about individuals other than employees - such 
as customers, business contacts, visitors to sites, suppliers, website users and 
shareholders. We do this for several reasons, including:  

• health and safety purposes  

• visitor management  

• business and market development  

• building and managing external relationships  

• planning and delivery of goods and services  

• research and development  

• knowledge management  

• training  

• other purposes required by law or regulation 
 

1.2.6 Processing of sensitive personal data  
Sensitive personal data is defined under the PDPA and EU legislation as 
information about an identifiable individual, racial or ethnic origin; political 
opinions; religious or other similar beliefs; trade union membership; physical 
or mental health conditions; sexual life, sexual orientation; biometric or genetic 
data and/ or personal data relating to criminal offences and convictions. We 
work to this definition, and will not collect this type of information unless:  

• you agree that we may do so, based on a full understanding of why the 
data is being collected, e.g. in order to process pre-employment checks. 
In exceptional circumstances, we may rely on consent given on your 
behalf, for example, by a family member, or  

• we need to do so to meet our obligations or exercise our rights under 
employment law e.g. for reporting on ethnicity, or  

• in exceptional circumstances such as where the processing is necessary 
to protect your vital interests e.g. you need access to specific drugs to 
ensure your health, or  

• in circumstances permitted by data privacy laws. This does not mean 
however that we can collect sensitive data without appropriate judgment. 
We always need to decide, and be able to justify, how necessary it is to 
collect this information, and if there is any alternative to doing so.  

 
1.2.7 Monitoring of personal data  

There may be situations where, for quality control, training, security and/or 
investigation purposes, we monitor recordings of your telephone, internet 
access/ usage and email communications. This is explained in more detail in 
our Employee Handbook. 
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1.3. Our responsibilities  

We are committed to complying with personal data privacy legislation in all the 
countries we engage in when processing your data. To demonstrate this commitment, 
we will ensure that:  

• we monitor changes in personal data privacy legislation and implement these as 
appropriate  

• everyone managing and handling personal data understands that they are 
responsible for following good personal data privacy practice  

• everyone managing and handling personal data is appropriately trained and 
adequately supervised  

• anyone with a question about handling personal data knows where to go for advice 
and is supported in knowing what to do  

• queries about handling personal data are promptly, professionally and courteously 
dealt with  

• processes for handling personal data are clearly described in policies and 
procedures to ensure excessive data is not collected; data is not stored for longer 
than necessary; confidentiality and security is always respected   

• methods, such as collection and destruction, of handling personal data are regularly 
reviewed  

• any personal data handling breaches are logged, fully investigated, and reported 
to the appropriate regulatory authority where necessary.  

 
Our Heads of Function have the responsibility for ensuring our personal data privacy 
standards are followed in their business area. 

 
1.3.1 Fair and lawful processing 

We process your personal data where we need it to: 

• enter into a contract with you, or  

• comply with a legal obligation, or  

• protect your vital interests in a ‘life or death’ situation, or  

• process the personal data to pursue our legitimate interests, or  

• for any other purpose permissible under relevant privacy laws 
 
A legitimate interest is when we have a business or commercial reason to use 
your information, provided this is not over-ridden by your own rights and interests. 
 
You have the right to withdraw consent for us to process and disclose your data, 
but this may impact our ability to fulfil our contract with you, for example paying 
you your salary. Refer to paragraph 1.2.4 for more information on how to submit 
your request. 

 
 

1.3.2 Accuracy of data  
It is our responsibility to have procedures and systems in place to ensure that:  

• we do not collect excessive personal data 
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• personal data is adequate, relevant, accurate and up to date for the intended 
purposes  

• we process personal data only for the purposes specified in this policy, 
associated local policies or in information provided to you.  

 
1.3.3 Retention of personal data  

We will ensure that your personal data is only retained for an appropriate amount 
of time - given the purposes for which the data is used - except where another 
law requires us to keep the data for a certain length of time. In the absence of 
legislated duration of personal data retention, we shall adhere to the following 
personal data retention periods: 

• Employment Termination – 6 years after the last day of employment 

• Recruitment Profiles – 3 years upon receipt of a profile 
 

Deletion of personal data shall be done in a secure and confidential manner.  
 
Any consent given in relation to personal data, shall, subject to all applicable laws 
and regulations, survive death, incapacity, bankruptcy or insolvency of any such 
individual. 

 
1.3.4 Security of data  

We will maintain organisational, physical and technical security arrangements in 
relation to the personal data we hold. We will ensure that those arrangements are 
appropriate to the risks represented by the processing of and the nature of the 
personal data. Where appropriate these arrangements will include provisions for 
‘need to know’ access to personal data.  
 
We will ensure that appropriate diligence activities are carried out in relation to 
the security of personal data, both before and after we use it and/or take 
responsibility for it.  

 
1.3.5 Sharing personal data with service providers  

We often use third party suppliers to process personal data for employment 
purposes e.g. for payroll processing; psychometric testing for development 
purposes; recruitment purposes; benefits administration; storage of personal data 
on a secure network. We also share with, but not limited to, custom brokers, 
shipping lines, airlines & other transportation, sub-contractors, liability brokers 
and bodies as required by your location needs or requested by any regulatory 
authority. 
 
Where this is the case, we are using a ‘data processor’ under the terms of privacy 
legislation and must always put in place contractual terms to safeguard the 
personal data we share with them.  
 
Personal data also needs to be treated with particular care in countries which do 
not have data privacy laws, or whose laws do not provide a level of protection 
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equivalent to the standard within the EU. Therefore, we will not transfer personal 
data to other companies for processing unless they agree to abide by a data 
privacy standard at least as high as this policy; or enter into a contractual 
arrangement which includes the approved EU standard clauses for transfers of 
personal data outside of the EU. Our responsibilities extend to the sub-contractor 
level, so it is important to ensure that appropriate contractual controls are always 
in place to minimise our risks. The only exceptions are where: 

• the transfer is necessary to protect your vital interests in a ‘life or death’ 
situation  

• to enter into or perform a contract with you (or for your benefit)  

• you have consented to the transfer. 
 

1.3.6 Storage and management of confidential, sensitive, personal data  
Employees are strongly advised to avoid storing confidential, sensitive and 
personal data onto their laptops or other local devices. Sensitive / confidential / 
personal data includes, but is not limited to, personal identifiable information, 
salary information, employee performance reviews, financial records, and any 
other confidential information. 
 
Employees must use Company approved secured storage platforms such as 
SharePoint and/or Microsoft Teams for storing, accessing and working on such 
sensitive data. These service platforms have been vetted for security and 
compliance. 
 
Access to sensitive data must be restricted based on the principle of least 
privilege, i.e. employees should only have access to the data necessary for their 
role. 
 
Employees must report any suspected personal data breaches or security 
incidents immediately to the IT department and DPO. 

 
 
1.4. Your responsibilities 

It is the responsibility of all of us to make sure that our company complies with all 
personal data privacy laws. Whenever personal data is collected or used in any way, 
the principles set out in this policy, and any associated documents, must be followed 
by those of us handling the personal data. We have created six key privacy 
messages, based on legislative requirements, in section 1.5 which everyone in our 
business must follow when processing personal data.  
 
In some countries, certain breaches of personal data privacy legislation can lead to 
personal criminal liability for you as well as us. Failure of employees to comply with 
their responsibilities under this policy and any associated procedures or guidelines 
may be deemed as misconduct and result in disciplinary action. 
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1.5. Six key privacy messages for our employees 
Good personal data privacy compliance can be summarised into six key messages. 
Please make sure you understand and apply them whenever you are handling 
personal data:  
 
1. Transparency and choice – when we collect personal data, we will only use 

it for the specific purpose we have promised. 
2. Quality – personal data must be accurate and kept up to date. The data must 

be relevant to the reason we are collecting and processing it – and we need to 
make sure we do not collect information we do not need.  

3. Security – we must take appropriate steps to protect the personal data we 
hold. We do not want it getting into the wrong hands, or even lost. Things to 
consider when thinking about security measures are the nature of the data and 
the potential effects of losing it. We will need to make sure our third parties do 
the same.  

4. Transfer – some countries restrict the transfer of personal data depending on 
where you are moving the data is going to and what safeguards are in place in 
that new location. You will need to check if restrictions apply, and if so, 
whether any control mechanisms are in place (such as inter-group agreements 
between the transferring and receiving companies).  

5. Retention – we must only keep personal data for as long as we need it (and in 
relation to the purpose we collected it). Retention policies must be followed, 
and data destroyed properly.  

6. Access and rectification – if an individual request access to their data we 
need to provide this in a timely manner. We will also need to change any 
factually incorrect data where requested.  

 
 
1.6. Individuals’ rights  

It is important that you understand your individual rights when it comes to personal 
data privacy. This section highlights certain rights we all have, whether we are 
employees or not, in relation to our personal data.  

 
1.6.1 Right of access  

You have the right to ask for a copy of the personal data held about you, and 
for any inaccuracies in the information to be corrected.  
 
We have a process to deal with these requests, whether they are received 
from yourself, other individuals or third parties acting on your behalf. The actual 
steps within the process may differ depending on the region you are in, so to 
exercise this right you should contact your HR representative for information.  

 
1.6.2 Right of correction  

Anyone may ask that we correct the personal data we hold about them. If we 
agree that the data is incorrect, we will delete or correct the data. If we do not 
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agree that the data is incorrect, we will note within the relevant record the fact 
that you consider the data to be incorrect.  

 
1.6.3 Right to object to direct marketing  

We will abide by any request from you not to use your personal data for direct 
marketing purposes.  

 
1.6.4 Right to object to processing for compelling reasons  

You may want us to stop processing your personal data for various reasons. If 
you do, and we think the reason is compelling and legitimate we will discuss 
the possibility of stopping the processing of your data straight away with you. 

 
 
1.7. Governance  

We will make sure that we:  

• facilitate compliance with our policy  

• allow you to exercise your personal data privacy rights  

• listen, consider and respond to any complaints that this policy has not been 
followed 

 
If you want to exercise your personal data privacy rights or need assistance with 
any of the actions outlined in this policy, please contact your local data privacy 
contact or the Global Personal Data Protection & Privacy Policy function. 

 
It is important you remember that any breach of this policy (or the policies 
referred to within it) may, following an investigation, result in disciplinary 
action potentially up to and including dismissal. 

 
 
1.8. Where to find out more 

If you have any questions regarding this policy or require further clarification, please 
contact dpo@bergebulk.com. 

 
 
 



 

 

 

 

 
 

 
 

 
 

 

 

 

 

个人数据保护与隐私政策 
 

 

 

保护您的个人数据 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

 

批准人：首席财务官 
签发机构： DPO 

修订日期：2024年8月12日 



 

数据保护与隐私政策     |    2 

引言 
作为一家负责任的企业，我们深知保护您的个人信息至关重要 。 无论您是我们的员工 、客

户 、供应商还是来访者——我们均将依照法律法规 、行业最佳实践以及您的个人期望来收

集和处理您的个人数据。 

本政策将助力我们履行上述承诺 。各国的数据隐私法律法规不尽相同；本政策确立了一套

统一的最低操作标准，有助于我们确保在全球范围内符合相关法规要求 。此外，本政策向

监管机构表明， 我们将妥善处理个人数据视为一项核心商业原则， 并将其作为《行为准

则》 中不可或缺的一部分。 

任何违反本政策的行为都可能对我们造成严重后果：包括损害我们的品牌声誉 、面临经济

处罚以及限制我们使用个人数据的能力；此外，此类违规行为还可能导致刑事处罚。 

我们所有人都必须阅读并遵守本政策——包括我们的承包商 、分包商及同事。 

 
 

本政策阐述了我们处理个人数据的处理方式，涵盖以下方面： 

•    应采用的最低标准 

•    我们的职责 
•    您的职责 
•    您在数据隐私法规下的权利 

•    我们采用第三方处理个人数据的方式。 

Berge Bulk 集团 （包括所有船舶所有公司 、 管理公司及控股公司） 的 “ 数据控制者 ” 为

Berge Bulk Singapore Pte Ltd (BBSGN) 。 该数据控制者涵盖 Berge Bulk Maritime Pte Ltd 、 Berge 

Bulk Shipping Pte Ltd 以及 Berge Bulk UK。 

作为“数据控制者” ， BBSGN 通过《全球个人数据保护与隐私政策》 以及相关流程与程序

对数据处理活动进行监督 。所有法律实体均须遵守《全球个人数据保护与隐私政策》 及其

相关流程与程序。 
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我们的全球个人数据保护与隐私政策 

1.1.      法律要求 

数据隐私立法旨在平衡我们收集 、存储 、使用及披露个人数据的需求与您作为个人

所享有的权利及对隐私的期待 。个人数据隐私立法意味着，若我们不当处理您的个

人信息，我们将需承担相应的法律责任。 

各国的个人数据隐私立法不尽相同 。本公司将 PDPA 和 GDPR 标准作为基准。 

在某些国家，个人或企业若违反数据隐私法律，将面临包括刑事处罚在内的严重后

果 。 因此，我们决定： 

•    我方组织内的每个法律实体均应对其自行收集 、使用 、处理或代表其（例如由第

三方供应商）所处理的个人数据负责。 

•    您有责任在业务运营中恪守个人数据隐私保护原则，并遵守所有相关法律法规及

合规程序。 

•   承包商（个人或企业）在处理个人数据时应视同雇员行事，除非其合同条款另有

规定。 

每个法律实体在履行其个人数据管理职责时， 均须对相关风险进行评估， 同时考虑以下因

素： 

•    列明个人数据的处理情况 、所处理的数据以及数据所依赖的存储介质 
•   评估每项加工操作所引发的风险 
•    实施与评估既定措施 

•    开展定期审计并制定相应的行动计划。 
 

BBSGN 设有专职数据保护官（DPO） ， 负责管理风险与合规事务 。 DPO 的职责包括但不限

于： 

•    确保符合数据保护法规 

•    培育数据保护文化 

•    提供个人数据保护义务咨询 

•    协助开展数据保护影响评估（DPIA） 

•    作为数据主体与监管机构之间的联络窗口 

•    协助数据主体行使其权利 
•    对员工开展合规性培训 
•    开展定期审计 

•    个人数据泄露事件的管理 

如需联系 Berge Bulk 数据保护官，请发送邮件至dpo@bergebulk.com。 

dpo@bergebulk.com
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1.2.      个人数据处理 
1.2.1  个人数据 

个人数据是指任何关于具有可识别性的活体个人的信息；这类信息可涉及个人

的职业或私人生活 。个人数据包括姓名或私人联系方式等基础信息，也包括姓

名 、 出生日期 、 NRIC  、种族来源或医疗数据等更为敏感的类型的数据 。我们

以纸质和电子两种形式收集并使用个人数据。 

1.2.2 BERGE BULK 及个人数据 

出于商业目的以及为使各类人群受益，我们需收集 、使用并经常传输个人数据；此类人

群包括但不限于： 

•    潜在、现任及离职员工 
•    分包商 

•    商品/服务供应商 

•    客户与消费者 
•    访问我们的网站的用户 

1.2.3  员工个人数据处理 

我们将使用您的个人数据以及从其他来源获取的信息，用于（但不限于）： 

•    人事管理（如招聘 、 员工绩效管理及职业发展） 

•    管理活动（如规划） 

•    薪酬与养老金管理 

•   旅行管理 

•    建立和管理外部关系，例如与供应商及客户的关系 

•    法律或法规规定的用途 
 

我们致力于确保您所持有的个人数据在您为我方工作期间及之后均保持准确且

最新 。若您个人情况发生任何变化，您有责任立即通知我们， 以便我们及时更

新您的相关信息。 

 

1.2.4 申请访问 、更正 、删除和/或撤回同意收集 、使用和/或披露（共享）个人数据的请求 

您可向 Berge企业数据保护官（DPO）提交您的请求。 
请通过电子邮件致dpo@bergebulk.com 

所有请求均应在合理的时间范围内得到审查和处理，除非法律另有规定或

出于正当的商业目的。 

公司可能不时收到要求提供前雇员就业证明（或背景调查） 的请求 。对

于此类请求，公司应要求其以书面形式提出， 并需获得被请求提供其个

人资料的前雇员的书面授权。 

dpo@bergebulk.com
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公司应将向请求方共享的数据限于业务信息，例如职位名称 、雇佣起止

日期以及雇佣关系是基于自愿还是非自愿原因终止。 

1.2.5  非雇员个人数据处理 

我们经常处理除员工以外的其他个人的个人数据——例如客户 、商业联系人、

网站访问者 、供应商 、 网站用户及股东 。我们进行此类数据处理的原因包括： 

•    健康与安全目的 

•    访客管理 
•    业务与市场拓展 

•    构建与管理外部关系 

•    商品与服务的规划与交付 

•    研究与开发 

•    知识管理 

•    训练 

•    法律或法规规定的其他用途 

1.2.6 敏感个人数据的处理 

根据《个人数据保护条例》（ PDPA）及欧盟相关法律 ，敏感个人数据是指以下

信息：关于可识别个人的身份信息、种族或民族出身；政治观点；宗教或其他

类似信仰；工会会员身份；生理或心理健康状况；性生活及性取向；生物识别

或遗传数据； 以及/或与刑事犯罪及定罪相关的个人数据。我们遵循上述定

义，除非符合以下条件，否则不会收集此类信息： 

•   您同意我们可基于对数据收集原因（例如为进行入职前背景调查）的充分

理解而进行此类操作。在特殊情况下，我们可依据代表您所提供的同意书

进行操作，例如由您的家庭成员提供同意书，或 

•   我们需这样做以履行我们的义务或行使我们在劳动法项下的权利，例如在

报告种族信息时。 

•    在特殊情况下（例如， 为保护您的重大权益而必须进行数据处理——例
如 ，您需要获取特定药物以保障自身健康） ，或 

•    在符合数据隐私法律规定的前提下，我们可进行此类数据收集；然而，这

并不意味着我们可以在未经适当判断的情况下收集敏感数据 。我们始终需

要对收集此类信息的必要性进行判断，并能够为其合理性提供合理依据，

同时需评估是否存在其他替代方案。 

1.2.7  个人数据监测 

在某些情况下， 出于质量控制 、培训 、安全或调查等目的，我们可能会对您的

电话通话记录 、互联网访问及使用情况以及电子邮件通信内容进行监控 。相关

详细说明请参阅我们的《员工手册》。 
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1.3. 我们的职责 

我们致力于在处理您的个人数据时， 遵守我们所涉及的所有国家的个人数据隐私法

规 。 为体现这一承诺，我们将确保： 

•   我们持续关注个人数据隐私法规的变化，并在适当时对这些变化进行相应调整。 

•   所有负责管理和处理个人数据的人员均知悉，他们有责任遵守良好的个人数据隐私

保护规范。 

•   所有处理个人数据的人员均接受了适当的培训并受到充分监督。 
•   任何对个人数据处理问题有疑问的人，都知道该向何处寻求建议，并能获得关于如

何操作的指导支持。 

•    针对个人数据处理方面的咨询，将得到及时 、专业且礼貌的处理。 

•    个人数据处理流程已在相关政策与操作规程中予以明确定义， 以确保不会收集过量

数据；数据的存储期限不超过必要期限；始终严格遵守保密与安全要求。 

•    对处理个人数据所采用的方法（例如数据收集与销毁等）进行定期审查 

•   所有个人数据处理违规事件均会被记录 、全面调查，并在必要时向相关监管机构报

告。 

 

各职能部门负责人负责确保其所在业务领域内均遵守个人数据隐私保护标准。 
 

1.3.1 公平且合法的处理 
我们在需要使用您的个人数据时会对该数据进行处理： 
•    与您签订合同，或 

•    履行法律义务，或 

•    在“生死攸关” 的情况下保护您的合法权益，或 
•    处理个人数据以实现我们的合法利益，或 

•    用于根据相关隐私法律允许的任何其他目的 

正当利益是指我们基于商业或经营上的原因需要使用您的信息，但该原因不得凌

驾于您的自身权利和利益之上。 

您有权撤回我们处理及披露您个人数据的同意，但此举可能会影响我们履行与您

签订的合同（例如向您支付薪资） 的能力 。如需了解如何提交此类请求的更多信

息 ，请参阅第 1.2.4 段。 

 

1.3.2 数据准确性 
我们有责任建立健全的程序与制度， 以确保： 

•    我们不会收集过量的个人数据。 
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•    个人数据对于预期用途而言是充分 、相关 、准确且最新的。 
•   我们仅将个人数据用于本政策 、相关本地政策或您所获信息中明确规定的用

途。 

1.3.3  个人数据保留 

我们将确保您的个人数据仅根据数据的使用目的在适当的期限内予以保留； 除非

其他法律要求我们对相关数据保留特定时长 。在缺乏法定个人数据保留期限规定

的情况下，我们将遵循以下个人数据保留期限： 

•    劳动合同终止——自最后工作日之日起满 6 年 

•    招聘档案 – 自收到档案之日起 3 年内 

个人数据的删除应以安全且保密的方式进行。 

任何与个人数据相关的同意，应在遵守所有适用法律法规的前提下，于相关个人

死亡 、丧失行为能力 、破产或资不抵债时持续有效。 

1.3.4 数据安全 

我们将针对所持有的个人数据制定并实施组织 、 物理及技术层面的安全保障措

施；我们将确保这些保障措施与个人数据的处理方式及数据性质所涉及的风险相

适应；在适用情况下，这些保障措施应包含对个人数据实行“知悉必要性”访问

机制的相关规定。 

我们将确保在使用个人数据之前及之后， 以及在对个人数据承担相应责任之前或

之后，均开展适当的尽职调查活动， 以保障个人数据的安全。 

1.3.5  与服务提供商共享个人数据 

我们经常委托第三方供应商处理个人数据， 用于雇佣相关用途（例如： 薪资结

算； 用于员工发展目的的心理测量测试；招聘活动；福利待遇管理；在安全网络

上存储个人数据）。此外，根据您的地域性需求或应监管机构要求，我们亦会与

以下方共享个人数据（ 但不限于：报关代理、航运公司、航空公司及其他运输机

构、分包商、责任经纪商及相关机构）。 

在上述情况下，我们根据隐私保护相关法律法规的规定使用“数据处理者 ”，并

必须始终通过签订合同条款来保障我们与该数据处理者共享的个人数据的安全。 

在那些尚未制定数据隐私法律，或其法律未能提供充分保护水平的国家，个人数据也需受

到特别谨慎的对待。 
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该标准与欧盟境内适用的标准等效 。 因此， 除非其他公司同意遵守至少与本政策

同等高的数据隐私标准，或就向欧盟境外传输个人数据签订包含经批准的欧盟标

准条款的合同安排，否则我们不会将个人数据转移给其他公司进行处理 。我们的

责任范围涵盖至分包商层面， 因此，确保始终实施适当的合同管控措施以最大限

度降低我们的风险至关重要 。唯一例外情形如下： 

•   此项转移对于在“生死攸关” 的情况下保护您的重大权益至关重要。 

•    与您签订或履行合同（或为您的利益而签订或履行合同） 

•   您已同意该数据转移。 
 

1.3.6 机密 、敏感及个人数据的存储与管理 

强烈建议员工避免将机密 、敏感或个人数据存储在笔记本电脑或其他本地设备

上 。敏感/机密/个人数据包括但不限于：个人身份识别信息 、薪资信息 、 员工绩

效评估 、财务记录以及任何其他机密信息。 

员工必须使用经公司批准的受保护存储平台（例如 SharePoint 和/或 Microsoft 

Teams）来存储 、访问及处理此类敏感数据 。这些服务平台均已通过安全性和合

规性审核。 

对敏感数据的访问权限应基于最小权限原则进行限制， 即员工应仅能访问与其岗

位职责所必需的数据。 

 

员工如发现任何疑似个人数据泄露或安全事件，必须立即向 IT 部门及 DPO 报告。 
 

 

1.4.      您的职责 

我们每位员工都有责任确保公司遵守所有个人数据隐私法规 。 无论以何种方式收集

或使用个人数据， 负责处理该等数据的员工均须遵循本政策及任何相关文件中所载

的原则 。根据立法要求，我们已在第 1.5 节中制定了六项关键隐私保护指引； 公司

全体人员在处理个人数据时均须遵守这些指引。 

在某些国家，特定违反个人数据隐私保护法规的行为可能使您或我们承担个人刑事

责任 。 员工若未能履行其根据本政策及任何相关程序或指南所应承担的责任，可能

被视为不当行为，并可能受到纪律处分。 
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1.5.      面向员工的六条关键隐私保护提示 

良好的个人数据隐私合规性可归纳为六条核心要点 。在处理个人数据时，请确保您

充分理解并切实应用这些要点： 

1.   透明度与选择权– 在收集个人数据时， 我们仅将其用于我们所承诺的特定用

途。 

2.   数据质量– 个人数据必须准确且保持最新 。数据应与我们收集和处理该数据的

目的相一致； 同时，我们需确保不收集不必要的信息。 

3.   安全性– 我们必须采取适当的措施来保护所持有的个人数据 。我们不希望这些数

据落入不法之徒手中，或发生丢失的情况 。在制定安全措施时，需考虑数据的

性质以及数据丢失可能带来的影响 。我们还需确保我们的第三方合作伙伴也履

行同样的安全义务。 

4.   数据转移——部分国家会对个人数据的转移施加限制，具体取决于数据转移的

目的地以及该新目的地所采取的数据保护措施 。您需要核实是否适用相关限制

规定； 若适用，则需确认是否已建立相应的管控机制（例如，转移方与接收方

公司之间签订的集团间协议）。 

5.   数据保留–我们仅应在实际需要时（且与数据收集目的相关的情况下）保留个

人数据 。必须遵守数据保留政策，并对数据进行妥善销毁。 

6.   数据访问与更正 –若个人提出访问其数据的请求，我们应及时予以响应；如

收到此类请求，我们亦需对任何事实不准确的数据进行更正。 
 

 

1.6.      个人权利 

在涉及个人数据隐私时， 了解您所享有的个人权利至关重要 。本节重点阐述了我们

所有人——无论是否为雇员——在处理个人数据时所享有的特定权利。 

1.6.1 访问权 

您有权要求获取有关您个人数据的副本，并要求对信息中的任何不准确之处进

行更正。 

我们设有相应的流程来处理此类请求——无论这些请求是由您本人 、其他个人

或代表您行事的第三方提交的 。该流程中的具体操作步骤可能因您所在的地区

而异；如需行使此项权利，请联系您的人力资源代表以获取相关信息。 

1.6.2 更正权 
任何人均可要求我们更正我们持有的其个人数据。若我们确认该数据不准确，我们将删

除或更正该数据；若我们不同意该数据有误，则将在相关记录中注明您认为该数据有误

的事实。 
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1.6.3  对直接营销活动提出异议的权利 
 

 

我们将尊重您提出的任何不得将个人数据用于直接营销目的的请求。 
 

1.6.4  基于正当理由对数据处理提出异议的权利 

出于各种原因，您可能希望我们停止处理您的个人数据 。若您有此要求，且我们

认定该理由充分且合法，我们将与您协商是否立即停止对您的数据进行处理。 

 

1.7.      治理 
我们将确保做到： 

•   助力企业遵守我们的政策 

•    让您行使个人数据隐私权 

•    请倾听 、考虑并回应任何关于本政策未得到遵守的投诉。 
 

若您希望行使个人数据隐私权，或在执行本政策所列任何操作时需要协助，请联系

您当地的数据隐私联络人或全球个人数据保护与隐私政策部门。 

请务必牢记 ：任何违反本政策（或本政策中所提及的其他相关政策） 的行为 ，在经

调查后，均可能引发纪律处分，处分措施可包括解雇。 

 

1.8.      了解更多信息 

如您对本政策有任何疑问或需要进一步说明，请联系dpo@bergebulk.com。 

dpo@bergebulk.com

